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Asses and review the applicable systems internal 
controls and operatio that maintains the entity's data.

Determine the risks that face the entity's information 
assets and assist in setting ways to reduce these 
risks.

Ensure that information management procedures 
comply with information technology laws, policies 
and standards

Identify shortages in the information technology and 
related management systems.

Financial Control TransformationFinancial Control Transformation
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Examination and assessment of general information 
technology control and the entity's application 
control according to internationally approved and 
recognized standards and applicable policies. 
Audits assess controls from three different aspects 
including design, operation, and effectiveness as 
well as assessment of confidentiality, integrity, and
availability.

Information Technology Audit Process StagesInformation Technology Audit Process Stages

Business Continuity Management Audit
It is based on the business continuity program 
audit, which goes through five basic audit steps to 
identify recommendations to entities related to the 
operation of the business continuity lifecycle and 
the level of flexibility required.

IT Audit Role in Financial
Control Transformation Journey
Appropriate application of IT audits can improve 
internal departments' control during the 
transformation process by:

What is IT Audit?

IT Audit Objectives

Collect basic information, define scope and objectives, 
identify key stakeholders, request required documents, 
and prepare risk control matrices and meeting 

schedules.

Conduct review and evaluation activities including 
collecting more detailed information and attending 

meetings to understand the process.

Prepare an audit report from detailed note records, hold 
review meetings with key stakeholders, and prepare an 
assessment report containing an executive summary, 
detailed comments, and management plans and 

recommendations.

Track observed remarks and ensure that appropriate 
measures are taken. This includes communication with 
stakeholders, conducting validation tests, holding 
follow-up meetings, and recording results and status in 

control logs.

Ensures the accuracy of the 
data entered from its sources 

in the application system.

The bulletin provided general information about the IT Audit concept as part of the Financial Control Concepts enlightenment. We hope 
that it holds clear information on IT Audit objectives and role and its importance in strengthening transformation and building self-control.

IT Control Types

It is one of the ways to control and manage 
IT. It helps ensure the consistency of data 
generated by information technology 
systems. It also verifies that the system is 
working as intended and as the established 
mechanism, and that the results are reliable. 
It is divided as follows.

11- IT General Controls - ITGC

A comprehensive process for 
managing network operations, 
backups, incident, technical 
breakdowns management, and 

technical support.

A Part of entity governance is aimed 
at improving overall IT management 
and adding value through 
investments in information and 

technology.
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Security controls that prevent or restrict 
unauthorized applications from operating in 
ways that jeopardize data. The main 
objective is to help ensure the privacy and 
security of data used by applications and 
data transferred between applications. It is 
divided into the following:

2- Application Controls

Ensures a unique and categorical 
definition for all users
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Provides an authentication 
mechanism for application 

system.

IT GovernanceIT Operations

Information Security

Traded information and data 
protection from any risk that 

threatens it.

Authority Management

A policy and technology framework 
that ensures that only authorized 
users have limited access to IT 

services.

Business Continuity Management

A comprehensive process for 
managing potential risks to the 
entity and their impact on main 

operations.

A structured approach to manage 
the transition or transformation of an 
organization's systems or 
technologies. Manage changes with 
a minimum negative impact on IT 

services

System Development and
Change Management

Ensures records are processed 
from A to Z.

Finalization Controls

Ensures only valid data is entered 
and processed

Validation ControlsID Verification Controls

Authentication Controls

Ensures access to the application 
system by authorized users only

Delegation Controls
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Ensures that all data is technically 
and mathematically correct, 

based on inputs and outputs.

Validation Controls

Input Controls

Organizations should take steps to improve and develop an action plan and their ability to effectively 
respond to incidents, with a focus on keeping people safe, protecting assets, and reducing business' 

negative impacts through a “business continuity” process.

A comprehensive process for managing potential risks on the entity and their impact on main operations. The 
focus is on continuity and management of dynamic operational activities, and recovery from accidents by restoring 
critical IT infrastructure, applications, and functions after inactivity

Business Continuity Management

Audit: A formal, neutral review process that measures an 
entity's business continuity and accidents recovery program 
against a pre-agreed criteria.

Self Evaluation: Evaluate of the entity's program in the field of 
business continuity.

Quality Assurance: Ensure that Business Continuity Program 
meets the requirements.

Performance Evaluation: Evaluate the performance of 
individuals assigned roles and responsibilities within the 
Business Continuity Program

Supplier Performance: Check performance of main business 
continuity program supplier or disaster recovery service 
providers.

IT Governance

Ensure that only authorized 
users have specific access to 
IT services.
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Ensure that all services and 
controls related to the 
information technology 
infrastructure and services are 
provided according to the 
agreed service levels.

Validate the entity's ability to 
continue business operations.

Ensure that all procedures 
ensure the IS' confidentiality, 
integrity, availability, and the 
existence of security standards 
and settings.

Evaluate the suitability and 
alignment of management 
system objectives with the 

entity's strategic direction.
Evaluate the Auditee's ability to 
identify IT risks and opportunities 
and to identify and execute 
effective measures to address 
them.

11- Planning2
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2- Site Work

3- Report4- Follow Up

Appropriate development, 
licensing, testing and approval 
of information systems change .


